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1
Decision/action requested

It is proposed to resolve editor’s notes in KI #2 of TR 33.836. 
2
References

[xx]
3GPP TR 33.836, v0.1.0, Study on Security Aspects of 3GPP support for Advanced V2X Services
[xy]
3GPP TS 23.287, v1.0.0, Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X)
[xz]
3GPP TS 23.285 Architecture enhancements for V2X services
3
Rationale

This pseudo CR tries to resolve editor’s notes in KI #2 ‘Security for eV2X unicast messages over PC5’ in clause 5.2 of TR 33.836 [xx]:
“Editor’s Note: It is FFS whether PC5-S Signaling for V2X unicast integrity and replay protection shall be supported and used.

Editor’s Note: It is FFS whether PC5-S Signaling used for V2X unicast confidentiality protection shall be supported.”
There are four procedures specified for PC5-S signaling in clause 6.3.3, ‘Unicast mode V2X communication over PC5 reference point’, of TS 23.287 [xy] - Layer-2 link establishment over PC5 reference point, Link identifier update for a unicast link, Layer-2 link release over PC5 reference point, and Layer-2 link modification for a unicast link. Although the information conveyed by signaling messages are not completely specified yet, it seems feasible to consider whether a certain signaling message needs to be integrity and confidentiality protected based on procedures and messages in the clause. The PC5-S signaling messages for unicast mode are summarized in table 3.1.
Table 3.1: PC5-S signaling messages in TS 23.287 [xy]
	Procedures
	Message
	Parameters

	Layer-2 link establishment
	Direct Communication Request
	Source User Info (initiating UE’s Application Layer ID), Target User Info (i.e. target UE’s Application Layer ID), V2X Service Info (PSID(s) or ITS-AID(s)), indication of IP communication, IP Address Configuration, and QoS Info.

	
	Direct Communication Accept
	Source User Info and QoS Info

	Link identifier update
	Link Identifier Update Request
	New identifiers to use

	
	Link Identifier Update Response
	(Not available yet. It might be just acknowledgement.)

	Layer-2 link release
	Disconnect Request
	(Not available yet.)

	
	Disconnect Response
	(Not available yet.)

	Layer-2 link modification
	Link Modification Request
	V2X services to be added, to be reomoved, and/or QoS information to be modified

	
	Link Modification Accept
	(Not available yet.)


The Direct Communication Request message is sent in broadcast mode, and target Application Layer ID is a default ID for the intended V2X service(s) by the source UE. The Application Layer ID here could be Station ID or Vehicle ID of ITS standards as defined in TS 23.287 [xy], and it is expected to be pseudonymous in general. IP address configuration is not specified yet, but IP address of V2X UE in LTE V2X was based on IP address configuration of ProSe with a random and chaning address for privacy preservation (see clause 4.5.1 of TS 23.285 [xz]). Unless service information and QoS information are privacy sensitive, the Direct Communication Request/Response do not seem to require confidentiality protection. If an attacker in-the-middle tries to modify service info in a Direct Communication Resquest/Response, this may lead to different assumptions about V2X service for UEs in unicast link, but it might be easily detectable by V2X service data transferred in application layer, e.g. platooning data vs. extended sensors. Unauthorized modification of QoS info by attackers also may cause different understanding of QoS by UEs in communication, but it is not clear if this justifies integrity protection yet.
The messages in Link Identifier Update and Link Release procedures, may have even more undesirable impact on service availability of UEs in the unicast communication over PC5. Any attackers could easily terminate by sending Disconnect Request, or make the communication out-of-sync and get terminated by modifying Link Identifier Update Request/Response. It may helpful to have integrity protection of some parameters of the messages in this case, although it is possible to perform recovery (i.e. to connect again) from this kind of service discontinuity as usual.
New identifier in the Link Identifier Update Request may need confidentiality protection as addressed in TS 23.287 [xy]. If attackers just collect the messages with a new identifier in cleartext, the changes of pseudonymous identifiers does not really help privacy of V2X UEs. At least the mapping between old (current) and new identifier should not be easily accessable by unauthorized third parties.
Finally, the Service info (e.g. ETSI ITS-AID or IEEE PSID) parameter may have privacy impact, if it is too specific (rather than general V2X services) and thus make specific set of UEs easily distinguished from others, so the parameter should be carefully used for broadcast of Direct Communication Request message. However, this also applies to other ITS standards that 3GPP.
Proposal is to have potential security requirements - optional support and use of integrity protection for unicast PC5-S, and to mandatory support and use of confidentiality protection for selected parameters such as New Identifier in the Direct Communication Request message.
4
Detailed proposal

It is request to include the following changes in TR 33.836 [xx].
*** Start of the Change ***
5.2
Key Issue #2: Security for eV2X unicast messages over PC5.
5.2.1
Key issue details

KI#9 from TR 23.786 [5] describes security association establishment for unicast/multicast for sensor sharing over PC5, and the clause 6.3.3 of TS 23.287 [4] specifies the procedures and the messages for unicast control signaling.
The Solution #11 [5], adopted as a baseline for normative work, introduces a new V2X Service oriented L2 link establishment procedure. In this procedure, the initiating UE broadcasts a Direct Communication Request message specifying the V2X Service requesting layer 2 link establishment. All UEs receiving this message and interested in that V2X service reply with a Direct Communication Accept message have to establish a unicast communication and associated security association for that unicast link using their L2 ID as the source L2 ID and the initiating UE L2 ID as the destination L2 ID. 

Another “UE Oriented L2 link establishment” procedure is specified in Solution#11. In this procedure, the initiating UE broadcasts a Direct Communication Request message which includes the upper layer identifier of a peer UE and source L2 ID of the initiating UE. If the peer UE decides to respond to the request, it replies with a unicast Direct Communication Accept message using its L2 ID as the source L2 ID and the initiating UE L2 ID as the destination L2 ID.

It is assumed in Solution #11 Clause 6.11.2.4 TR 23.786 [5] that secure L2 link establishment as defined for ProSe one-to-one communications in TS 33.303 [6] is reused. 

The protocol for one-to-one link establishment defined for ProSe in TS 23.303 [7] is based on the initiating UE sending the Direct Communication Request over unicast message to a peer UE. An adjustement to the L2 secure link establishment protocol may be needed in order to support the link setup procedure based on an initial broadcast from the initiating UE.

5.2.2
Security threats

An adversary that is capable of breaking into signaling exchange between the parties during link establishment as defined in the Solution #11 of TR 23.786 [5] can eavesdrop on signalling or subsequent data traffic, attack integrity of signalling, or usurp the identity of one or more of the participants e.g. initiating UE or one of the peer UEs. The breach of integrity of some information delivered through unicast mode cotrol signaling over PC5 could affect service availability. 
5.2.3
Potential security requirements

The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment.

NOTE: The potential requirement above is analogous to the corresponding ProSe [6] requirement.

V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks. 


.

PC5-S signaling for V2X unicast should be integrity protected.
New identities in the Link Identifier Update Request message of PC5 unicast mode shall be confidentiality protected.
*** End of the Change ***
